Secure MPC-Sortition: Consolidating Innovations in Democracy and
Cryptography

Wouter Maas', Zekeriya Erkin!
ICyber Security Group
Department of Intelligent Systems
Faculty of Electrical Engineering, Mathematics & Computer Science
Delft University of Technology
Van Mourik Broekmanweg 6, 2628 XE Delft, The Netherlands
w.f.v.maas @student.tudelft.nl, z.erkin @tudelft.nl

Abstract

Globally, citizens’ assemblies have been gaining
momentum as a way to counter dissatisfaction in
democracies. Central to the citizens’ assembly is
sortition, the process of randomly selecting politi-
cal representatives given certain demographic cri-
teria. In order to have an assembly representa-
tive of the population, personal data is necessary to
perform the sortition, making participant privacy a
matter of concern when guaranteeing fairness of the
process. Secure multi-party computation (MPC)
makes it possible to perform calculations on en-
crypted data from multiple sources without reveal-
ing it to the other processing parties or data con-
tributors. This paper outlines two sortition designs
that use MPC to guarantee participant privacy dur-
ing the sortition process. Design 1 allows partici-
pants to hide their personal details to the citizens’
assembly organisers. Design 2 makes it possible
for involved local government to contribute citizen
data to the sortition. Different domain experts were
interviewed as a means to survey the needs of the
sortition community and to provide feedback on the
designs. We found that little research has yet been
conducted on the effects of increased privacy on
sign-up rates for deliberative events, creating a po-
tential avenue for future research.

1 Introduction

Dissatisfaction with democracy is at an all-time high. The
Centre for the Future of Democracy reports that in 2020 the
share of individuals living in democracies who are dissatisfied
with their democracy has risen by around 10%, from 47.9%
to 57.5% since the mid-1990’s [1]. With dissatisfaction rates
this high, the call for democracies to innovate and to restore
trust in the democratic system has become louder.
Deliberative democracy is a form of democracy that tries
to restore this trust by making deliberation amongst citizens
central to the political decision-making process. One of the
most promising democratic innovations in the field of delib-
erative democracy is the citizens’ assembly. In a citizens’ as-

sembly, a group of residents is randomly selected according
to some demographic criteria such as gender, age, ethnicity,
income level and/or political stance, such that the assembly
constitutes a city or a country in miniature [2]. This process
of selecting political representatives by lot is called sortition,
which in the case of citizens’ assemblies is achieved through
stratified sampling [3].

The goal of a citizens’ assembly is to perform an in-depth
analysis of a given issue, deliberate over different solutions,
weighing of the pros and cons, and then, making informed
policy decisions [2]. In this way, citizens’ assemblies have
recently been used to come up with solutions for particularly
difficult, emotionally loaded and controversial issues which
previously caused cleavages in societies or communities.

Two recent and famous examples of citizens’ assemblies
are the Citizens” Convention for Climate in France [4] and
the Irish Citizens’ Assembly focused on abortion [5]. These
examples also show the potential results citizens’ assemblies
can have, as in France all but three of the 149 recommen-
dations by the assembly were accepted by French President
Macron and the assembly in Ireland led to a referendum and
the subsequent removal of the Eighth Amendment (article
40.3.3) from the Irish constitution (which previously banned
abortion in almost all circumstances).

The collected data, necessary to do the sortition based on
the aforementioned demographic criteria, is considered per-
sonal data under the definition of the General Data Protection
Regulation (GDPR), as it is information that can be related
to an identified or identifiable natural person [6]. Based on
the interviews with domain experts done for this research, it
is clear that all organisations in charge of organising citizens’
assemblies take the collection and storage of this data very
seriously, but also that their methods to do so vary wildly.

Organisers use either door-to-door registration to find par-
ticipants or send a large number of mail invites in which peo-
ple are asked to sign up online, for instance by collaborating
with the local government. As indicated by the interviewed
experts, the sensitive nature of the necessary data can make
people unwilling to share their personal details when asked
to sign up. On the other hand, due to privacy concerns, the
involved local government might be unwilling to combine its
tax records (which could be used when income is one of the



demographic selection criteria) with the sign-up information
gathered by the organisers.

Secure multi-party computation (MPC) is a set of cryp-
tographic techniques which has the potential to improve on
these issues. MPC makes it possible to perform calcula-
tions on encrypted data from multiple sources without reveal-
ing it to the other computational parties or participating data
providers [7]. For a long time MPC was considered too slow
for many practical applications, but recent research, however,
has focused on improving practical MPC implementations
[7]. Additionally, usability has improved as well, with the
recent development of protocols such as Web-MPC [8] it can
be explored whether MPC can also be used for the sortition
process fundamental to citizens’ assemblies.

The aim of this research is, therefore: how can MPC be
used to make the sortition used in deliberative democracy
fairer and more private?

This paper is structured as follows: in Section 2 the
methodology for this research is briefly outlined. In Section
3 a formal definition of sortition is given, alongside two use
case scenarios for MPC and the requirements a secure MPC-
sortition design should adhere to. Section 4 outlines related
work. Subsequently, Section 5 briefly explains MPC and
compares existing deployments which could be used. Section
6 uses these building blocks to outline two designs that could
make sortition fairer and more private. In Section 7, the feed-
back from the interviewed experts is considered to discuss
the advantages and disadvantages of these designs. Addition-
ally, we present some pointers for future research. Section 8
briefly reflects on the ethical aspects concerning this research.
Finally, Section 9 contains some concluding remarks.

2 Methodology

For this research, two methodologies were used. Firstly, a lit-
erature study was performed. Secondly, in-depth interviews
with experts in the fields of deliberative democracy and sorti-
tion were conducted.

2.1 Literature Study

The goal of the literature study was to deepen the understand-
ing of MPC, deliberative democracy and in particular the sor-
tition process supporting deliberative democracy. This was
done by investigating citizens’ assembly organiser manuals,
reports and websites. Finally, academic literature was ex-
plored to find and compare MPC protocols and designs that
could be used as a model for the design necessary to improve
the current procedures.

2.2 Expert Interviews

Interviews with deliberative democracy experts and technical
sortition experts were conducted at two stages in the research
process. Early on, they were used to further the understanding
of current problems for citizens’ assembly organisers. Based
on the preliminary findings of the literature study and ini-
tial interviews, two designs for secure sortition using MPC
were outlined. In the second round of interviews, feedback
on these designs was collected to evaluate their effectiveness.

| Organisation Name \ Interview Date

Extinction Rebellion 15/05/2021
Netherlands & 18/05/2021
De Nationale Denktank 15/05/2021
CitizenOS 18/05/2021
The Sortition Foundation 18/05/2021
The Dutch G1000 19/05/2021
De Transitie Motor / Dutch 20/05/2021
G1000

The Centre for Deliberative 26/05/2021
Democracy at Stanford

The Irish Citizens’ 03/06/2021
Assembly / Amdarach

The Citizen Initiative Portal 17/06/2021
(rahvaalgatus.ee)

Table 1: An overview of the interviewed organisations and their cor-
responding interview dates.

In total, 10 interview sessions were held with a total of 16 do-
main experts (some sessions included multiple experts). Ta-
ble 1 presents an overview of the interviewed organisations.

3 Problem Description

In the following section sortition in its current form is sum-
marised, after which two scenarios are outlined in which
MPC could provide an improvement to sortition. Subse-
quently, a more formal problem description of sortition is pre-
sented alongside a set of requirements secure MPC-sortition
would need to adhere to in order for it to be usable.

3.1 Sortition in Its Current Form

As previously mentioned, different organisers use different
procedures for selecting the participants. Central to all of
them is the process of stratified sampling. Briefly explained,
stratified sampling works in the following way: 1. list several
criteria. 2. make a stratum for each possible combination of
criteria. E.g. gender, age, income: male, 20-40 years old,
€10,000 to €20,000 annual income. 3. fill the individual
strata through random sampling according to the relative size
of that group. For a more exhaustive discussion of stratified
sampling see [9].

Based on a wide set of sortition literature, including aca-
demic papers, citizens’ assembly reports and practical sorti-
tion guides, a general outline of the steps involved in the sor-
tition process for a citizens’ assembly was summarised [10]
(111 [12] [13] [14]:

1. An organiser, very often with the mandate of a local gov-
ernment, sets out to organise a citizens’ assembly sur-
rounding a certain societal issue.

2. The organiser determines the demographic criteria for
the sortition proces. Standard criteria are: age, gender
and geography (i.e. postal code). Situational criteria are
ethnicity, nationality, socio-economic (e.g. income), dis-
ability, opinion on a certain issue (e.g. climate change).
The interviewed experts indicated that using more than
8 criteria becomes infeasible as each added criteria dou-
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bles the number of strata. Eventually, making them too
small and too specific, and therefore making it unreason-
ably hard to select people, also see [9].

3. Based on the criteria and national or regional demo-
graphic statistics the strata for the stratified sampling are
defined.

4. Subsequently, either participants are recruited door-to-
door or they are asked to self-register online or via the
telephone with the invites being sent by mail to a large
number of random addresses throughout the region of
interest.

5. People who indicated their willingness to participate ad-
ministrate their relevant details corresponding to the se-
lection criteria and consent to the use of this information
for the stratified sampling.

6. Based on all the registrations an assembly is formed, as
close as possible to the originally defined strata. A sur-
plus of participants is selected, such that potential last-
minute cancellations can be replaced.

7. The actual assembly begins, often meaning multiple
weekends of deliberation and policy drafting.

3.2 Use Case Scenarios and Improvements to
Sortition

This paper focuses on improvements MPC could provide re-
garding the personal data that is collected for the stratified
sampling in steps 4 and 5, as described in Section 3.1. These
improvements come in two flavours: the first one being im-
proved privacy for the individual participants of the citizens’
assembly, the second one being a privacy and security guar-
antee for local governments, opening up the possibility for
organisers to make the sortition more accurate and advanced
by using high quality governmental data.

Use Case Scenario 1. The first potential improvement
stems from the fact that individuals currently have to be will-
ing to provide their personal data to the organising party.
Meaning, they have to trust this organiser with their personal
details. As noted in step 2 in Section 3.1, these details can
be rather intimate, and people could find it uncomfortable to
elicit details such as political opinions to a recruiter or in an
online form to the organiser, especially when the local gov-
ernment is a collaborator. Using MPC to guarantee that the
organiser is not be able to inspect an individual participant’s
details could thus increase privacy and trust in the organiser.

This could even have a potentially positive effect on sign-
up rates for deliberative democracy events, as current sign-up
rates are typically around 3.7% [13]. A plurality of reasons
can be named as the cause for this low statistic but gener-
ally speaking, anonymity correlates with higher levels of self-
disclosure in computer-mediated communication [15]. For
instance, research on online surveys indicates that there are
measurable influences on the levels of self-disclosure based
on the way participants’ privacy is treated [161[17]. Addi-
tionally, anonymity fosters self-disclosure amongst individu-
als who feel stigmatised (e.g. because of illness [18])!.

!This particular example bears importance considering the fact

Use Case Scenario 2. An important set of stigmas that
is well documented and which are especially relevant when
considering the criteria of income or wealth for sortition are
those on living in poverty or in a low-income bracket. People
with a low income overwhelmingly indicate that they believe
“that other members of society tend to view them as a burden
to society—as lazy, disregarding of opportunities, irrespon-
sible, and opting for an easy life” [19, p. 1]. Confronting
individuals with their socio-economic class by asking them
to indicate their levels of wealth or income in a sign-up sheet
might demotivate people to sign up in the first place. For the
purpose of a citizens’ assembly, a safe environment for par-
ticipants to share their ideas is a prerequisite.

An alternative scenario would thus be if the question would
never have to be asked in the first place, but that instead a
participant could simply be informed that their income data
would be used for the stratified sampling but in such a way
it was never revealed to anyone in the organising organisa-
tion. Consent regarding the processing of this data (be it in
an encrypted manner through MPC) as provided by the local
tax office could still be asked (e.g. by ticking a consent box)
but this would present a significantly lower threshold than ac-
tively confronting individuals with their socio-economic class
through a questionnaire.

The second potential improvement could thus be seen as
a more classical MPC issue, namely, the desire of different
data providing parties to keep their databases separated and
unrevealed to other parties. Currently, organisers of citizens’
assemblies base the stratified sampling entirely on data they
have collected themselves. Meaning, the only way to gather
income data is by asking the participants directly, leaving the
data unverified. Local governments might collaborate with
organisers to send out the invitations for the sign-up phase,
but they are unwilling to share citizen data such as home ad-
dress or income information with the organiser directly. Or-
ganisers are thus limited by the honesty and willingness of
the participants to share personal information. MPC could be
used to overcome this by working directly with the tax office
of local governments to use their tax data for the sortition.

3.3 Formally Defining Sortition

Formally, sortition can be defined through the panel selection
problem as outlined by [20]. Since both [20] and this paper
use this for the selection of citizens’ assemblies, we refer to
this as the assembly selection problem to avoid confusion in
the context of citizens’ assemblies.

We let N = [n] be the pool of people who indicated to
being willing to participate through the sign-up (i.e. the can-
didates). Let F' = {f;}: indicate a set of relevant features
(i.e. the selection criteria defining the strata). Each feature
function f; : N — ), maps each candidate to their corre-
sponding feature value, as such €2 is the set of possible val-
ues for f;. For instance, feature f; = “income” could corre-
spond to 2; = {“€0 to €10.000”, “€10.001 to €20.000”,
“€20.001 to €35.000”, “€35.001 to €80.000”, “€80.001
and above”}. Finally, candidate i’s feature vector is defined

that the Irish Citizens” Assembly used disability to define one of its
strata.



as F(i) = (fi(i)): € [], Q¢ meaning it’s the vector encod-
ing for all of candidate 7’s feature values in F.

Naturally, we impose the constrain that the chosen assem-
bly A must be a subset of the candidate pool with size k.
Additionally, we must impose that the assembly is represen-
tative of the population of the chosen community or region,
as defined through the features in F'. [20] impose this mathe-
matically through guotas: for each feature f and correspond-
ing value v € (2, a lower quota [, and upper quota wy ,, is
defined. Together, these two quotas assure that the assem-
bly must comprise of between [, and uy ,, individuals with
feature f.

Now, we can formally define an instance of the assem-
bly selection problem as: given parameters (N, k, F, [, u)—a
pool of candidates, assembly size, set of features (i.e. selec-
tion criteria), and sets of lower and upper quotas—randomly
select a feasible assembly. A feasible assembly is any set of
candidates C' from the collection K, such that:

K:={Ce (‘Z) oy < i€ O f(i) = v} <wuypy forall f v}

ey

A selection algorithm is an algorithm that solves instances
of the assembly selection problem [20]. Multiple implemen-
tations for this problem exist, optimising for different aspects
of the selection problem. For instance, [20] focused on op-
timising transparency, meaning, that participants should be
able to understand without much in-depth reasoning the prob-
ability each individual candidate has for being selected for the
assembly.

One of the most important aspects, however, is how to op-
timise for fairness. Fairness can, for instance, be looked at
from the individual candidate’s perspective by looking at pri-
vacy, as is in this paper, or by making an attempt to equalise
the chances for individual candidates to get selected given the
demographic selection criteria [21]. Alternatively, fairness
can be considered from the societal or organiser’s perspec-
tive, in which case fairness is often defined by picking the
most representative assembly given the limitations caused by
the demographic characteristics of the actual registered can-
didates [22].2

For this paper, the selection algorithm can be thought of as
a simple greedy implementation. A simple greedy implemen-
tation is not optimised for individual fairness and will only
terminate when a sufficient number of candidates is available
for each stratum (i.e. has signed up), something that cannot
always be assumed. For any real-life sortition, more advanced
implementations of the selection algorithm (such as [20] [21]
[22]) should be considered, but for the secure MPC-sortition
use case demonstration in this paper, a greedy solution suf-
fices.

An outline of a greedy implementation is the following: af-
ter the strata have been defined by setting the lower and upper
quotas for the different features, participants with the right

2A common issue is that mostly older people from the middle-
income bracket register as they have the time and means available to
free-up multiple weekends.

characteristics are selected through simple random sampling
until at least all features’ lower quota are filled. Subsequently,
the feature groups are filled by consecutively selecting a suit-
able participant for the feature group with the current lowest
“fill / upper quota” ratio, stopping when k participants are se-
lected. A full greedy implementation is available through the
Sortition Foundation [23].

3.4 Requirements for Secure-MPC Sortition

Based on the interviews with the different stakeholders in the
sortition process, a number of requirements were formulated
which secure-MPC sortition should fulfil. These require-
ments were supplemented with the requirements elicited by
[8] for user-friendly MPC designs.

Comprehensibility, meaning the ease with which the im-
plementation of a design can be understood: For the involved
local government and participants to trust a secure MPC-
sortition design it must be simple to understand.

Auditability, meaning the ease with which the code of an
implementation can be audited and inspected: For the in-
volved local government, it would be best if the code of an
implementation of a design is open-source to enable outside
auditing. Additionally, the entire software should be able to
run on servers of the organisers.

Accessibility, meaning the ease with which users can inter-
act with a design: To minimise any hurdles that might dis-
courage participation, secure MPC-sortition must require no
set-up by the participants during the sign-up face, and no spe-
cialised software or hardware. The participants must be able
to contribute data through a simple web interface. No techni-
cal expertise beyond this can be expected.

Asynchronicity, meaning the absence of a timing require-
ment for transmission: Participants should be able to con-
tribute data at any point (before a certain registration dead-
line).

Idempotence, meaning the ease at which submission errors
can corrected: Participants should have the opportunity to re-
submit their data quickly after they uploaded if they discover
they uploaded erroneous data.

Feedback, meaning the ability of a system to give feedback
on erroneous input: Incorrectly formatted data from one con-
tributor disturbs the entire final result. The interface should
thus warn participant contributors proactively.

4 Related Work

Generally, few papers in the fields of computer science and
statistics have been directly linked to sortition [24] [25]. This
has started to change with the recent seminal work on sorti-
tion by Flanigan, Go6lz and Procaccia [20] [21] [22], which
has mostly focused on improving sortition based on different
definitions of fairness. Additionally, open-source implemen-
tations of selection algorithms are available online [23] [26]
[27].

To the best of our knowledge there has been no research
into performing sortition or stratified sampling using MPC
until now. Broadly speaking, however, secure MPC-sortition
relates to the work done on secure MPC-questionnaires, as
these require a user-friendly web-interface where a plurality



of clients without a technical background can input private
data [28] [29] [30].

Notably, the protocol called “Web-MPC’, which was de-
veloped by [8] and [31], bears high similarity to the use cases
in the scenarios as described in this paper. Web-MPC was de-
veloped for investigating the gender wage gap in the greater
Boston area. The researchers put a strong emphasis on us-
ability, giving the rationale that individuals and organisations
without a technical background or large computing resources
should be able to use the protocol. Many of its usability re-
quirements can directly be translated into those for a secure
MPC-sortition process.

However, one disadvantage of this protocol is that it only
allows for a simple summation of numerical values. A
slightly more advanced protocol for the underlying stratified
sampling would thus be necessary as well. Something [28]
demonstrated to be possible.

S Building Blocks

The following section briefly explains how MPC works, fol-
lowed by a discussion on existing MPC implementations
which could be used to implement secure-MPC sortition.

5.1 Multi-Party Computation

In MPC, a set of n parties P4, ..., P, desire to perform a
joined calculation of function y; = f;(x1,...,x,) where
Z1,...,xy are the corresponding private inputs that need to
stay private [32]. The security of such a system can be de-
scribed through the Real/ldeal Simulation Paradigm [7]. In
an ideal world the parties P, ..., P, could all submit their pri-
vate inputs x1, ..., £, individually to a trusted external party
T. T would then compute the function f;(z1, ..., z,) and dis-
tribute result y; to the input parties. However, in the real
world no such trusted external party can be assumed to ex-
ist, meaning, the computing parties have to run a protocol
amongst themselves emulating the ideal world. A protocol is
considered secure if no more harm can be done by an adver-
sary to a calculation in the real world compared to a calcula-
tion taking place in the ideal world.

An important aspect of this security definition is the num-
ber of parties that may be corrupted for the protocol to still
perform the computation securely. Protocols exist for major
honest majorities (2/3 of the parties is not corrupted), sim-
ple honest majorities and even honest minorities [7]. For this
paper only the first is relevant as is explained in Section 6.2.

MPC protocols can be designed such that they are Turing
complete, meaning that theoretically any calculation can be
performed using MPC [7]. Damgérd and Nielsen [33] put this
more concretely by introducing and proving the idea that it is
possible to translate any protocol into one using MPC using
their idea of an arithmetic black box (ABB), which “can be
thought of as a secure general-purpose computer. Every party
can in private specify inputs to the ABB, and any majority of
parties can ask it to perform any feasible computational task
and make the result (and only the result) public.” [33, p. 249].

MPC protocols with an honest majority often rely on a se-
cret sharing scheme for their implementations [7]. Such a
scheme is split into two algorithms, a randomised sharing al-
gorithm and a recovery algorithm [29]. The sharing algorithm

splits a secret value s € Zy into sy, ..., s,, shares which are
send to the P, ..., P, computing parties. The shared value is
recovered through a joint computation of the recovery algo-
rithm by the computing parties. An example is the additive
secret sharing scheme used in Sharemind [32], where a secret
s is split into s1,..., 8, € Zsgs2 such that it can be recon-
structed in the following way:

$1 4S9+ -+ + 8, = s mod 232 (2)

5.2 Available MPC Implementations

The calculations necessary for stratified sampling are rela-
tively simple (randomly picking names until the strata are
filled), on relatively few data points (thousands rather than
millions) and do not have to be calculated in real-time. This
means that secure MPC-sortition does not need a specially
optimised MPC protocol in order to work. Existing MPC
frameworks and designs can thus be considered for its im-
plementation.

Multiple off-the-shelf MPC deployments exist (Sharemind
[32], Viff [34], FairplayMP [35], SEPIA [36]). Sharemind
and Viff were considered to be the most promising and are
briefly compared.

Sharemind is a commercial MPC service provider which
makes it easy for users to run secure calculations [32]. Share-
mind’s framework can run all the basic arithmetic and rela-
tional database operations in a secure manner. Clients can
program the specific protocol in SecreC, a C based Share-
mind specific language.

In particular, the implementation of Sharemind by [28]
could make the fast deployment of secure-MPC sortition pos-
sible. [28] implemented a web interface for contributors to
input data. This implementation creates the secret shares at
the client side before sending them to the main severs running
Sharemind.

A disadvantage of the use of Sharemind is that its partially
closed-source design inhibits proper auditing by a third party.
This could potentially be troublesome for the involved local
government which might desire to know the exact details of
the implementation before submitting data.

Viff can be programmed to do the same calculations as
Sharemind, with the notable difference that Viff is completely
open-source. However, as [8, p. 4] point out: “Viff unreal-
istically requires all contributors, service providers, and ana-
lyzers to run the Viff software on mutually available servers”.
Making it difficult to use in a scenario where there are hun-
dreds of contributors with varied non-technical backgrounds
who want to submit data asynchronously. Sharemind, there-
fore, seems to be the best off-the-shelf solution currently
available.

6 Design

In this section an overview is given of the necessary elements
for two secure MPC-sortition designs that could resolve the
issues outlined in Section 3.2. A description of the different
parties involved in the designs is given as well as a reflection
on the assumed security model.



6.1 Roles in Secure MPC-Sortition

With respect to the two scenarios described in Section 3.2
the following roles can be identified with respect to the data
analysis process in sortition:

* A large number of personal data contributors. In Sce-
nario 1, these are solely the participants who want to
register themselves to be part of the deliberation event.
The number of contributors is unknown beforehand but
can range from hundreds for small events to in the ten-
thousands in the case of the French Climate Convention.
In Scenario 2, one of these contributors would be the
local tax office, which would provide significantly more
data, which also needs to be matched on the participants’
self-registered data.

* A small number of publicly accessible service providers
that receive the encrypted data from the contributors
in the form of distributed secret shares. The service
providers should be online during the whole process
such that the contributors can send their data at differ-
ent times. Three is found to be a good number of service
providers in terms of speed and security [32].

For Scenario 1, it is suggested that the organiser, the in-
volved local government and an independent third party
form this group. For Scenario 2, it is suggested that the
organiser, and two different departments of the involved
local government form this group.

¢ A small number of analysers, possibly one: the organ-
iser of the deliberative event, who receive(s) the results
and might do part of the calculation.

The result would in both scenarios be the list of names
(and contact details) of the most accurate assembly pos-
sible given the selection criteria and applicants.

6.2 Security Assumptions and Trust Relations

The analysers need to put a small amount of trust in the con-
tributors regarding their honesty to input valid data, there is,
however, no clear incentive for a contributor (a possible par-
ticipant) to be untruthful about their registered details.®> Vice
versa, the contributors need to trust that the service providers
and analysers will not collude. For this, it’s important that a
range of processing parties is chosen which lack an incentive
for this.

When the service providers are well picked we can assume
a static semi-honest attack model to be sufficient in both sce-
narios. Static means that parties do not switch from being
corrupted to not being corrupted or vice versa [37]. As will
be seen, a reasonable assumption given the suggested ser-
vice providers. Semi-honest adversarial behaviour means
that even corrupted parties adhere to the protocol and, as long
as they do so, can never learn more than what can be inferred
from the resulting data [7]. The reason for assuming this at-
tack model is threefold and is related to the suggested service
providers.

31t would require a considerable amount of guessing with regards
to which group will register in smaller numbers to figure out an op-
timal strategy to fill in ’fake” details such that a candidate’s chance
of being selected is higher.

Firstly, the organiser lacks a clear incentive to perform ad-
versarial behaviour. Its prime interest is to only receive an
accurate result in terms of a list of names that fulfil the se-
lection criteria. The underlying data to get to this result is
mostly only of instrumental importance to achieve this goal.
It has an additional interest to create a safe environment for
the participants to deliberate in, hence being honest is vital to
create such an environment.

Secondly, the local government which has given the man-
date for the deliberative event has little incentive to collude
as well. In Scenario 1, it has little to gain from colluding be-
cause most information that is being gathered is of little value
to a government, as it already has access to this information
(e.g. address, name, gender, age etc.). In Scenario 2, collud-
ing is even more directly opposed to its interests as leaking
citizens’ tax data would be quite disastrous for a number of
reasons.

In Scenario 1, the third service provider can be chosen to
further increase trust for the contributors. It should, how-
ever, be another organisation lacking a clear incentive to per-
form adversarial behaviour. An example would be Share-
mind whose reputation as an MPC service provider would
be severely jeopardised if it would collude.

In Scenario 2, however, due to the extra sensitive nature
of tax data we suggest that another governmental department
fulfils this role. Different governmental departments are of-
ten by law restricted in which data they are allowed to share,
whilst from the government’s perspective, contributing two
service providers implies an honest majority is always guar-
anteed and no tax data can be leaked.

6.3 Design Overview

A brief overview is given regarding how the necessary el-
ements for the two designs for secure MPC-sortition fit to-
gether. Figure 1 illustrates a step-by-step representation of
these designs.

In Design 1 existing methods from the sortition process can
be used to send an invite to sign up online to a large number
of possible participants (e.g. via a physical mail invite con-
taining a sign-up URL). Subsequently, interested participants
contribute their personal data through an online form and this
data is turned into secret shares at the client-side. Client-side
encryption is vital for the private data of the candidates to be
unreadable by the service providers.

For the actual secret share creation, the protocol as outlined
in [28] is a good off-the-shelf solution as explained in Sec-
tion 4. Subsequently, the secret shares are sent to the service
providers, which perform the stratified sampling calculation.
The created shares can either be destroyed on reception or
stored on the service provider servers for later processing.

Finally, the result of the calculation (i.e. a list of names)
will be sent to the analysers (i.e. the organiser of the event)
such that they can further process the results.

Design 2 differs only in the fact that one of the contributors
is the involved local government. This party would need to
create secret shares of the tax records of all the citizens that
got a physical mail invite. Full name in combination with full
address can be used as unique identifiers for citizens to match
the data submitted by the government and the participants.
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Figure 1: A step-by-step illustration of the two outlined designs. The
figure on the left represents Design 1, the case where all information
is gathered through the self sign-up. The figure on the right rep-
resents Design 2, the case in which the involved local government
supplies some of the data.

The designs can be used in combination with each other
as is illustrated in the steps on the right in Figure 1. Design
2, however, could also be used in combination with a clas-
sic sign-up phase, this would simply entail that all participant
information is first gathered to a central server owned by the
organiser. Effectively reducing the number of data contribu-
tors in the MPC phase to two.

7 Discussion and Future Research

In this research, a bridge was attempted to be made be-
tween innovations in cryptography and democracy. The se-
cure MPC-sortition designs as outlined in the previous sec-
tions demonstrate an unconventional use case for MPC and
contribute to the growing body of research on MPC in which
a plurality of parties contributes data.

Design 1, as outlined in this paper, provides a way to im-
prove privacy levels for the participants who register for de-
liberative events. Instead of having to put their trust in one
organiser, participants instead put their trust in a set of par-
ties with mutually incompatible reasons to collude. As such,
the participants can be presented with a lightweight and user-
friendly sign-up application in the form of a web interface
whilst not having to run specialised hardware or software to
have a stronger guarantee that their private data remains pri-
vate. In this way, the presented designs make the sortition
process more private.

Additionally, Design 2 allows the quality of the sortition

itself to be improved by allowing governments to contribute
tax data as a data source for the stratified sampling, making
the process less dependent on participant supplied data and
therefore more accurate. This also allows for the potential in-
clusion of participants who would otherwise have considered
not to take part for the reasons mentioned in Section 3.2. In
this sense, Design 2 makes the sortition process fairer.

An integral part of this research was to interview domain
experts to investigate their ideas on sortition and the poten-
tial for MPC. These interviews also provided a way to gather
feedback on the proposed designs. The most important feed-
back can be grouped into two themes: the necessity of the
improvements and the verifiability of the results. It is imme-
diately interesting to note the significant differences between
the feedback given by different organisations. This can be
explained by the diverse background of the interviewed or-
ganisations. Roughly speaking, four kinds of organisations
were interviewed 1) deliberative democracy event organis-
ers, involved in running a citizens’ assembly or similar event
itself, 2) sortition organisations (e.g. poling companies hired
by a citizens’ assembly organiser to do the sortition), 3) ac-
tivist organisations, existing to promote the idea of citizens’
assemblies or deliberative democracy in general, 4) research
institutes.

Starting with the necessity of the improvements, one cit-
izens’ assembly organiser questioned the relevance of us-
ing MPC for sortition, stating that participants are happy
with the level of privacy they are currently given through
anonymisation and informed consent. Additionally, the ab-
solute anonymity MPC could provide through the use of se-
cret shares would also make further analysis of the gathered
data almost impossible, something this organiser deemed un-
acceptable. Organisations focused on awareness and activism
disagreed with this point of view. Stating that improved
anonymity for participants outweighs the potential benefits
of being able to process the gathered data for other purposes
after the sortition is done. The sortition organisations and
research institutes were more neutral towards this point, pos-
sibly because they have a less vested interest in the specific
sortition data itself.

An interesting remark is that all of the interviewed experts
indicated that no research has been done on the influence of
anonymity in the sortition process on sign-up rates. Most in-
dicated travel time to have the biggest influence on this statis-
tic but one of the citizens’ assembly organisers mentioned that
at least some people had made inquires regarding the process-
ing and storage of their personal data, with a could-have-been
participant citing it as a reason not to participate, something
which the organiser saw as an indication that there is a real
concern about this from at least some of the potential par-
ticipants. In Section 3.2 similar research on online surveys
was mentioned. Future research could use this as a base and
explore whether anonymity as guaranteed through MPC can
indeed influence sign-up rates.

The second feedback theme, regarding verifiability, was
mentioned by all but the interviewee with the most techni-
cal background. None of the interviewees had heard of MPC
before and it took some time to explain the basic underlying
cryptographic concepts guaranteeing the security of MPC.



Still, there were some concerns that the results of the joined
calculation would not be verifiable or for that matter explain-
able towards participants or clients.

In practice, MPC implementations get their robustness
from the mathematical proofs underlying them, as became
clear from the interviews this is not obvious or intuitive for
everyone. Therefore, if actual MPC-sortition implementa-
tions are used, great care needs to be taken to explain this ro-
bustness to participants and clients in layman’s terms. This is
especially important when local governments are involved, as
political officials with a non-technical background will want
to be able to understand how security and privacy regarding
tax data are guaranteed.

A final comment which also bears relevance for future re-
search is that the members of the polling companies were es-
pecially interested in Design 2. They saw a lot of potential
for the combination of data from different databases holding
more sensitive data since getting access to these databases is
normally a difficult affair for them. Future research could
focus on exploring how MPC can be used to aid poling com-
panies in this effort.

8 Responsible Research

The processing of private data always introduces ethical con-
siderations, as the leakage of such data has great implications
for the contributor. The first design outlined in this paper has
the potential to reduce the chances of such a leakage happen-
ing, making the sortition process more private for participants
and therefore arguably more ethical.

Design 2 presents a different ethical consideration. Un-
til now, governments had no incentive to participate by con-
tributing their tax information for sortition as there was no
secure way of doing so. MPC changes this but therefore also
introduces new risks. Human error or malicious behaviour
during the preprocessing of the data is a potential risk that
MPC cannot solve but does introduce in this new scenario.
The answer for how to solve this is not immediately clear but
it is something that needs to be considered when switching to
an MPC based sortition process.

The reproducibility of this study is relatively high. The lit-
erature used as a background for the described scenarios and
the presented MPC designs is well referenced and accessible.
The aspect of this study that is the most difficult to repro-
duce is the interviews. The names of the interviewees were
not included due to privacy concerns. However, the names of
the interviewed organisations were mentioned in the method-
ology section. These organisations all have general inquiry
mail addresses which can be used as a start for reproducing
the results.

9 Conclusion

This paper explored whether MPC can be used to make sor-
tition more secure and fair by outlining two secure MPC-
sortition designs and gathering feedback from domain experts
on these designs. Design 1 makes it possible for citizens’ as-
sembly participants to contribute their data in a more private
way, whilst Design 2 allows involved governments to con-

tribute their tax data to allow a more accurate stratified sam-
ple to be drawn.

The opinion of experts regarding these improvements dif-
fered mostly depending on the role these experts had in the
sortition process. Some citizens’ assembly organisers found
the current methods of anonymisation used for participant
sign-up to be sufficient, whilst more activist organisations
were interested in seeing an increase of privacy for partic-
ipants. On the other hand, sortition organisations (such as
poling companies) were particularly interested in the second
design presented in this paper, seeing the potential for com-
bining data from different databases in a private and secure
fashion.

Future research could focus on exploring these two find-
ings further. Firstly, by looking into the effects of anonymity
on sign-up rates for deliberative events. Secondly, by explor-
ing which other use cases could be of benefit to sortition or-
ganisations and poling companies with regards to the combi-
nation of different sensitive data sources using MPC.
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